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How to be Non- Net Neutral 
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Deep	  packet	  inspecKon	  
Block	  Skype	  
User	  tracking	  

Block	  transport	  protocol	  
Block	  ports	  
Insert	  RST	  

Block	  IP	  address	  
QoS	  discriminaKon	  

Zero-‐raKng	  
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Internet	  Traffic	  Management	  

Traffic	  management	  only	  
applied	  during	  periods	  
od	  high	  congesKon	  

Blocking	  illegal	  content:	  
e.g.,	  spam,	  hacking,	  
illegal	  contents,	  etc.	  

Offering	  services	  with	  
different	  priority/quality	  

at	  different	  price:	  
managed	  services	  

Best	  efforts	  
-‐	  no	  priority	  
-‐	  no	  traffic	  

management	  
	  

Offering	  for	  free	  
priority	  to	  most	  

vulnerable	  
services,	  e.g.,	  

voice,	  
videogames,	  
vidostreaming,	  

etc..	  

Thro]ling/	  
Degrading	  of	  
some	  type	  of	  

traffic,	  e.g.,	  P2P	  

Blocking	  legal	  
contents	  and	  

applicaKons,	  e.g.,	  
VoIP,	  rival	  IPTV	  

service	  

Internet Traffic Management 
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Netflix, Level 3 & Comcast 
Peering & Financial Arrangement 

users	  pay	  content	  provider	  
for	  content,	  and	  pay	  transport	  
provider	  for	  quality	  transport	  

Transport	  Providers	  

transparency	  &	  	  
non	  discriminaKon	  
among	  providers	  

Zero	  Ra(ng	  or	  
Sponsored	  Data	  Plans	  
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5G Application Clusters 
	  	  	  5G	  ARCHITECTURE	  KEY	  FEATURES	  
	  
•   Control	  &	  User	  Plane	  SeparaKon	  

•   MulK-‐access	  Edge	  CompuKng	  

•   Massive	  MIMO	  

•   Evolved	  vRAN	  (Protocol	  
SeparaKon)	  

•   Full	  VirtualizaKon	  (SDN/NFV)	  
	  
•   Service	  Based	  Architecture	  

(Network	  Slicing)	  

•   New	  Radio	  Spectrum	  (mmWave)	  Source:	  ITU,	  2015	  

eMBB	  

mMTC	   URLLC	  
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5G Network Slicing 
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NFV and SDN to kill Net Neutrality? 
Routing in Virtual Networks 

•   Much	  greater	  and	  finer	  control	  on	  overall	  network	  resources	  allow	  sophisKcated	  
rouKng	  schemes	  executable	  by	  each	  applicaKon	  and	  each	  session/transacKon	  

•   Personalized	  path	  selec?on	  and	  rou?ng	  on	  the	  basis	  of	  each	  single	  subscriber	  
sa?sfac?on	  targets	  on	  a	  set	  of	  resources,	  e.g.,	  desired	  targets	  of	  price,	  QoS,	  
strategic	  value	  of	  session/transacKon,	  security	  &	  privacy	  policies,	  etc.	  

•   PCE	  Path	  ComputaDon	  Element:	  to	  set	  up	  «applica?on	  aware»	  Label	  Switching	  
Paths	  using	  Generalized	  MulK	  Protocol	  Label	  Switching	  (GMPLS)	  

•   ALTO	  ApplicaDon	  Layer	  Traffic	  OpDmizaDon	  by	  IETF,	  a]empts	  to	  standardize	  an	  
inter-‐organizaKons	  (e.g.,	  Akamai	  to	  Verizon)	  common	  framework	  for	  PCE-‐like	  	  
policies	  from	  one	  administraKve	  boundary	  to	  another	  
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TNO Study on 5G & Net Neutrality 
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April	  2018	  

8	  



Rules for Internet Access Service 
(IAS) 
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Rules for Specialised Services (SpS) 
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Network Slicing 
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Use Case: Virtual Reality, Slicing & 
Service Hosting 
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TNO Study Items on 5G & NN 
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Regulatory Complexity of 5G&NN 
Topics 
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Network Slicing Resource Allocation 
HyperFLEX 
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•   Admission	  Control	  
-‐	  Automated	  request	  of	  Slices	  
-‐	  Guarantees	  for	  mapping	  of	  
request	  	  to	  HV	  resources	  
-‐	  Run	  Kme	  update	  to	  slice	  

Source:	  W.	  Kelleler,	  TU	  Munich,	  2018	  
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Resource Allocation Optimization 
Algorithms 
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Source:	  W.	  Kelleler,	  TU	  Munich,	  2018	  

O’zapS	  is!	  
Si	  stappi!	  

Octoberfest	  
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Machine Learning for Virtual Network 
Reconfiguration 
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VNE-‐	  Virtual	  Network	  Embedding	  
VNR	  –	  Virtual	  Network	  ReconfiguraKon	  

Source:	  W.	  Kelleler,	  TU	  Munich,	  2018	  
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5G & Net Neutrality: Key Takeaways  
•   Network	  Neutrality	  standing	  Issue:	  IAS	  and	  SpS	  coexistence	  in	  the	  Big	  
Internet	  is	  alike	  coexistence	  in	  a	  single	  slice;	  managing	  mulKple	  slices	  per	  
user	  device	  strongly	  increases	  complexity	  of	  the	  Issue	  

•   Network	  Slicing	  traffic	  management	  rules	  and	  algorithms	  should	  be	  
developed	  to	  guarantee	  performance	  of	  IAS	  and	  SpS:	  e.g.	  by	  using	  
opDmizaDon	  tools	  for	  the	  dynamic	  allocaDon	  of	  resources	  into	  slices,	  via	  
programming/greedy	  algorithms	  

•  Machine	  Learning	  &	  Ar?ficial	  Intelligence	  algorithms	  should	  be	  used	  to	  
manage	  predicKve	  behaviour	  of	  IAS	  and	  SpS	  traffic,	  and	  implement	  suitable	  
Network	  Slicing	  management	  rules	  (planning,	  scheduling	  and	  opDmizaDon)	  

•  When	  approaching	  significant	  interference	  condiKons	  to	  IAS,	  Admission	  
Control	  Rules	  could	  be	  applied	  to	  thro]le	  or	  block	  access	  of	  SpS	  services	  
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Neutralità Generalizzata 
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•   I	  costruZori	  impediscono	  l’installazione	  di	  programmi	  non	  coerenD	  con	  la	  loro	  strategia	  commerciale:	  a	  lungo	  Apple	  ha	  
osteggiato	  l’uso	  di	  Flash	  di	  Adobe	  sui	  propri	  terminali;	  a	  luglio	  Apple	  ha	  bloccato	  Google	  Voice.	  Il	  “Jailbreaking”	  per	  superare	  le	  
limitazioni	  imposte	  dal	  “walled	  garden”	  di	  Apple:	  nell’underground	  si	  sviluppano	  strumenD	  per	  violare	  le	  limitazioni	  e	  nascono	  
AppStore	  per	  applicazioni	  non	  autorizzate	  da	  Apple	  (Cydia)	  

•   Apple	  ha	  inDmato	  ad	  una	  serie	  di	  editori	  di	  giornali	  europei	  di	  non	  rendere	  accessibili	  contenuD	  via	  iPad	  ai	  propri	  abbonaD	  alle	  
pubblicazioni	  tradizionali,	  senza	  passare	  aZraverso	  iTunes	  (e	  quindi	  senza	  riconoscere	  royalty	  a	  Apple)	  

•   Annunci	  di	  grande	  portata:	  Embedded	  SIM,	  Embedded	  Secure	  Element	  	  sia	  hardware	  che	  soSware	  (es.	  Intel	  Insider,	  Android),	  
iPhone	  5	  NFC	  

Neutralità	  dei	  terminali	  

•   Skype	  impedisce	  ai	  suoi	  utenD	  l’interconnessione	  con	  Fring	  (applicazione	  gratuita	  per	  chiamate	  VoIP,	  viedeo-‐chiamate	  e	  chat	  per	  
terminali	  mobili),	  dichiarando	  un	  uso	  improprio	  della	  API	  (violazione	  dei	  “Terms	  of	  Use”),	  impedendo	  l’interconnessione	  con	  un	  
applicazione	  concorrente	  

•   Google	  Chrome	  non	  supporta	  video	  codificaD	  con	  H.264,	  sostenendo	  che	  supporterà	  solo	  codec	  aperD	  (per	  ora	  il	  suo	  WebM	  	  e	  
Theora)	  

	  Neutralità	  delle	  
applicazioni	  e	  dei	  servizi	  

•   	  I	  motori	  di	  ricerca	  mediano	  l’accesso	  alle	  informazioni,	  contenuD	  e	  servizi	  di	  Internet	  aZraverso	  i	  loro	  algoritmi	  di	  ranking	  e	  le	  
loro	  tecniche	  di	  remunerazione	  per	  una	  maggiore	  visibilità.	  Il	  potere	  di	  discriminazione	  dei	  motori	  di	  ricerca	  nell’accesso	  ai	  
contenuD	  è	  abbastanza	  evidente	  ed	  è	  legato	  agli	  algoritmi	  di	  ranking,	  volutamente	  non	  completamente	  trasparenD:	  player	  
dominanD,	  come	  Google,	  iniziano	  ad	  essere	  soZo	  osservazione	  

Neutralità	  dei	  motori	  di	  
ricerca	  

•   Gli	  ApplicaDon	  Store	  si	  propongono	  come	  le	  nuove	  dogane	  di	  accesso	  ad	  Internet	  e	  i	  loro	  gestori	  hanno	  un	  potere	  di	  
discriminazione	  sull’ammissione	  delle	  applicazioni	  che	  possono	  essere	  ospitate:	  tale	  discrezionalità	  rappresenta	  una	  possibile	  via	  
per	  fenomeni	  di	  concorrenza	  sleale	  (praDcabile	  con	  l’esclusione	  dei	  concorrenD	  o	  l’introduzione	  di	  compensi	  economici	  
penalizzanD):	  i	  clienD	  di	  Biblet	  di	  Telecom	  Italia	  (libreria	  digitale	  con	  4mila	  bestseller	  fruibili	  da	  tablet)	  dovrebbero	  iscriversi	  a	  
iTunes	  (revenue	  sharing	  30-‐70	  con	  Apple)	  

•   Jimmy	  Wales,	  fondatore	  di	  Wikipedia,	  addita	  gli	  AppStore	  come	  fenomeni	  più	  dannosi	  della	  “Net	  Freedom”	  rispeZo	  alla	  Net	  
Neutrality	  

	  Neutralità	  degli	  	  
Applica?on	  Store	  

BLOCKS	  

Source:	  M.	  Dècina,	  2011	  
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